Decoy Technique (¢x95:9)

Its concept lies in sending multiple requests from different sources to confuse
security filters. For example, if you have a filter on a firewall or any other security
device that blocks network traffic, this technique helps in hiding the actual source
of the connection.
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In this technique, we send packets from multiple IP addresses so that the system
cannot identify the true source. This is used when there is a risk that an IP source
may be blocked due to sending many requests in a short time.
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For example, we use a flag in commands such as:
nmap -sP --decoy 10 [target]

Here, the number "10" represents the number of decoys (i.e., the number of
addresses that will be used to mask the source). The goal is to make security filters
lose track among these multiple packets.
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Source Port Technique (s uus)

Now, we move on to the "Source Port" technique. Here, the idea is to use "trusted
ports" to bypass firewalls. As we know, some firewalls may be configured to allow
traffic through certain ports like port 80 (HTTP) or port 443 (HTTPS).

For example, a firewall may be configured to accept network traffic only through
port 80 or 443, as these ports are typically reserved for web traffic.

However, in some cases, the attacker might exploit this configuration and use port
80 to perform scans or other attacks without being easily detected by the firewall.

An example of this would be performing a scan through port 80 using a command
like:

nmap -p 80 [target]
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Evasion and Detection Techniques

In modern networks, tools like IDS/IPS are used to detect suspicious activities, but
by manipulating data size or packet order, these systems can be bypassed. We also
use "randomized data" to change the size of packets, making it difficult for
inspection systems to detect them.

One way to manipulate data is by changing the "length™ of the data being sent, for
example, by using the nmap tool to alter packet sizes.

For example, when manipulating the data size, inspections do not only check the
data itself, but also the size. So, if you change the data size randomly, the firewall
or IDS will not be able to detect it easily.
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Data Manipulation and Evasion

When discussing data manipulation, we can use techniques such as "Data Length
Manipulation™ or "Changing Data Size" to bypass inspection. The idea here is that
modern firewalls and inspection tools do not just inspect the data, but also the size
of the data.

In this type of attack, we modify the size of the data being sent, making it harder
for inspection tools to identify the data type or even its actual size. This technique
helps bypass packet inspection in networks.
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Command Example (Nmap Data Length Manipulation):

nmap --data-length 100 [target]

Spoofing MAC Address

Sometimes, "Spoofing MAC Address" is used to bypass "Access Control" at the
network layer. If there is a security policy that relies on MAC address for access
control, we change the MAC address to make it appear as if it is from a different
device.
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Command Example (Spoofing MAC Address using macchanger):

sudo macchanger -r ethO

This command randomly changes the MAC address of the ethO network interface.
Source Port Manipulation

Sometimes, we use "Source Port Manipulation™ to bypass filters. For example, we
can use trusted ports like port 80 or 443 to send data without being detected.
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Command Example (Using Nmap with Source Port 80):



nmap -p 80 --source-port 80 [target]
This command forces Nmap to use source port 80 when scanning the target.
Service Enumeration

Now we move to the topic of “Service Enumeration." After conducting a full
network scan, we need to know the precise details about the protocols running on
each port, such as FTP or SSH.
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Command Example (Service Version Detection with Nmap):
nmap -sV [target]

This command performs a service version detection scan and returns the versions
of services running on open ports.

Spoofing and Bypass Control Policies

In networks, if there is a security policy that relies on checking MAC addresses or
any other criteria to verify the device connected to the network, we might use
"MAC Spoofing" to bypass these policies.
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Command Example (MAC Spoofing with ifconfig):
sudo ifconfig ethO hw ether 00:11:22:33:44:55
This command manually sets the MAC address of ethO to 00:11:22:33:44:55.

Service Enumeration Process



After performing a full scan of the network, we know the open ports like FTP and
others. However, we need to gather additional details about each service running
on these ports. This is crucial if we are planning a targeted attack against a specific
service. This process involves collecting as much information as possible about
each service.
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Using Nmap for Service Enumeration

To perform a full service enumeration, we use a tool like Nmap. If we want to
focus on the FTP service, we would use commands like -sV to detect the version
that this service is running. However, in real-world scenarios, we might need
additional information using Nmap’s scripting capabilities.
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Command Example (Service Version Detection with Nmap):
nmap -sV [target]

This command detects the version of the service and provides details for each open
port. However, if we want more information about an FTP service, we can use
specific Nmap scripts like "banner grabbing™ and "FTP/SSL."
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Using Banner Grabbing to Get Service Details
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The next step is using the "Banner Grabbing" script to get details about the service.
With this script, we can extract information about the current version of any
service running on the port. This script works by extracting data stored in the
packets sent by the server.

Command Example (Banner Grabbing with Nmap):
nmap -p 21 --script banner [target]
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With this command, we will be able to obtain the "banner" which contains the
version of the FTP service or any other service running on the specified port.

Exploiting the Vulnerabilities Identified from Service Enumeration

Once we obtain version details using "Banner Grabbing," we move on to looking
for vulnerabilities related to that version. For example, if we find that the FTP
service is running an old version, we can search for vulnerabilities affecting that
version.

If we discover that the version has a known vulnerability, such as a command
execution vulnerability, we can exploit this vulnerability to compromise the
system.
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Using Password Cracking on FTP Services

In some cases, we might encounter an FTP service using "default username and
password." In this case, we perform "Password Cracking" or "Brute Forcing" to
break the password.
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Command Example (Brute Forcing FTP Passwords with Hydra):
hydra -l user -P /path/to/passwordlist ftp://[target]

In this example, we are using the "Hydra" tool to attempt different passwords until
we gain access to the service.
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FTP Service Enumeration

Let’s start with the FTP service. After performing the scan, if we find that the FTP
service is open, we need to gather additional information about it, such as the
version it is running on. One common method is using "banner grabbing" to get
this information.
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Command Example (FTP Banner Grabbing using Nmap):

nmap -p 21 --script banner [target]



This method helps us know the version the server is running, which is crucial when
attempting to exploit vulnerabilities associated with that version.
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Password Cracking with Hydra and Medusa

After gathering information about the service, we can move on to "Password
Cracking." We can use tools like "Hydra" or "Medusa" to guess the password using
a wordlist.
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Command Example (Using Hydra for FTP Password Cracking):
hydra -1 user -P /path/to/wordlist ftp://[target]

In this example, we are using "Hydra" to test different passwords until we gain
access to the service. This tool guesses the password using a list of potential words.
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Using Telnet for Password Cracking

Another useful tool is "Telnet." If you have an open FTP or SSH service, you can
use "Telnet" to manually connect to the service. Once connected, you can try
different passwords to see if you can gain access.
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Command Example (Using Telnet to connect to FTP):

telnet [target] 21
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Once connected to the service via "Telnet,” you can start trying different
passwords. If the passwords are correct, you will gain access to the system.

SSH Service Enumeration

Now, let’s move to the SSH service. Like FTP, we can use "banner grabbing" to
get information about the version the server is running. We can also use the same
scanning techniques using Nmap.
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Command Example (SSH Banner Grabbing using Nmap):
nmap -p 22 --script banner [target]

Once we know the version details, we can move on to exploiting the vulnerabilities
associated with that version.
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SSH Password Cracking

For the SSH service, we can use the same tools like "Hydra" or "Medusa" to guess
SSH passwords. We can also use "brute force" to crack the service.
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Command Example (Using Hydra for SSH Password Cracking):



hydra -l user -P /path/to/wordlist ssh://[target]

This tool will guess the password using a list of potential words until we gain
access to the system.
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Exploiting FTP and SSH Vulnerabilities

Once we gain access to the service using the cracked passwords, we can perform
"command execution" or even escalate privileges.
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Once inside the system, we can use the appropriate commands to perform tasks
like adding users or modifying files.
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